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Preface

What's New in this Version

If configured by Visa Checkout, you can receive a 3-digit DTVV cryptogram in the cryptogram
field of the consumer information payload’s cryptograminfo structure, rather than a TAVV
token. The DTVV cryptogram is valid for 24 hours. Your processor will specify how to use this

value.
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Integration Overview 1

Visa Checkout Integration Overview

Visa Checkout is a digital payment service in which consumers can store card information for
Visa, Mastercard, Discover, and American Express cards. Visa Checkout provides quick
integration for merchants that want to accept payments from these card holders. Visa
Checkout leverages your existing environment because most websites in which Visa Checkout
will be used already exist. This means you most likely will add Visa Checkout buttons to your
existing website pages and implement business and event logic using programming
languages, tools, and techniques in the same way you currently do. For this reason, Visa
Checkout is quite flexible and imposes very few requirements for use.

Related Content
About the Visa Checkout Button and Lightbox

Visa Checkout Display Language and Locale Selection

Displaying the Total Amount for a Pay Button in the Lightbox

Market Requirements

Payment Partner Reporting Requirements

About Tokenized Payment Instruments

Consumer Information Payload

Integration Steps

Integration Options

Card-on-File Transactions

About Visa Checkout Profiles

User Interface Redress Prevention

Visa's Accessibility Support
Fraud and Risk

About the Visa Checkout Button and Lightbox

Checking out and paying through Visa Checkout begins by proving the consumer with access
to Visa Checkout from your site. This is accomplished by inserting a Visa Checkout button,
which could be a generic version or one that shows an image of the credit card brand being
proposed to the consumer as shown below:

9 visao-n
> [
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Integration Overview Visa Checkout

Important

You must follow the Visa Checkout user interface guidelines.. These guidelines include
information about Visa Checkout buttons, acceptance marks, and other visual assets. They also
include information about integrating Visa Checkout with your checkout flow.

Regardless of how the consumer arrives at a page with a Visa Checkout button, when a
consumer clicks a Visa Checkout button, one of two options appears depending on whether
you use the default lightbox checkout flow or you are enabled to use the interactive checkout
button flow. Both flows allow the consumer sign in, set or change billing and shipping
information if desired, and make a payment.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Default Checkout Flow

Recommended Browser Versions

Guidelines for Rendering Buttons

Z-Index Stacking

Default Checkout Flow

In the default checkout flow, the Visa Checkout lightbox appears from which the consumer can
either sign up to create an account or sign in:

VISA checkout

To get started, e
Why do we need this

ter your email address

Cancel and return te [merchant

Related Content
About the Visa Checkout Button and Lightbox (Parent Topic)

Recommended Browser Versions

The following browsers are recommended for use by Visa Checkout:
« Internet Explorer, version 11 or later

Note

Do not use the compatibility setting; specifically, do not use it to specify a version less than IE11;
for example, do not specify x-ua-compatible=IE, where is less than 11, in your pages.

» Firefox, current version to 10 versions prior

« Chrome, current version to 10 versions prior, excepting beta versions
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Visa Checkout Guidelines for Rendering Buttons

« Safari, version S6 or later
« iOS, version 8 or later
» Android, version 4.4.2 or later

Other browsers may be acceptable; however, the HTML pages that contain a Visa Checkout
button must be compatible with HTML 4.01 or higher, which includes XHTML 1.0 and above.
Typically, you specify the HTML version in the DOCTYPE declaration for version 4.x as follows:
<!DOCTYPE html ..>. HTML 5 does not require explicit version numbers.

Important

Visa Checkout advises consumers to upgrade to the latest version of their browser to take
advantage of the latest security features that the browser offers. The browser must use
Transport Layer Security (TLS) 1.2 or higher.

Related Content
About the Visa Checkout Button and Lightbox (Parent Topic)

Guidelines for Rendering Buttons

» The Visa Checkout button must be hosted by Visa.

« If any of the HTML tags that encloses the Visa Checkout button image restricts the width
and height of the button, ensure that the button is rendered in its actual size.

« Do not display the Visa Checkout button as a background image.

Related Content
About the Visa Checkout Button and Lightbox (Parent Topic)

Z-Index Stacking

The Visa Checkout lightbox uses a z-index of 999999 to ensure it is displayed properly.
Pages that host Visa Checkout buttons must use a z—index below 999999 to ensure that the
lightbox appears on top when the consumer clicks the Visa Checkout button.

Related Content
About the Visa Checkout Button and Lightbox (Parent Topic)

Visa Checkout Display Language and Locale Selection

Visa Checkout determines the choice of language to display based on locale, which is a
combination of language and country that Visa Checkout supports.

The following locales are supported since Version 2.0 unless noted otherwise:

* es_ AR - Argentina, Spanish (Since 3.5; en AR 2.9-3.4)

* en AU - Australia, English

* pt_ BR - Brazil, Portuguese (Since 3.5; en BR 2.9-3.4)

* en CA - Canada, English (Default for Canada)

« fr CA-Canada, French

* en_ CN - China, English (Since 2.9)
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« zh CN - China, Simplified Chinese (Since 3.5)
Note
For display purposes only; input is in English.
* es CL - Chile, Spanish (Since 3.5; en CL 2.9-3.4)
* es_CO - Colombia, Spanish (Since 3.5; es_C0 2.9-3.4)
+ fr FR- France, French (Since 4.3)
* zh HK - Hong Kong, Chinese (Since 3.5)
Note
For display purposes only; input is in English.
« en HK - Hong Kong, English (Default for Hong Kong since 2.9)
* en IN - India (since 4.6)
* en_ IE - lIreland, English (Since 4.3)
* en KW - Kuwait, English (Since 5.1)
* en_ MY - Malaysia, English (Since 2.9)
* es MX - Mexico, Spanish (Since 3.5; en MX 2.9-3.4)
* en NZ - New Zealand English (Since 2.9)
* es_ PE - Peru, Spanish (Since 3.5; en PE 2.9-3.4)
+ pl PL - Poland, Polish (Since 4.3)
* en_ QA - Qatar, English (Since 5.1)
* en SA - Saudi Arabia, English (Since 5.1)
* en_ SG - Singapore, English
* en ZA - South Africa, English (Since 2.9)
* es_ ES - Spain, Spanish (Since 4.3)
* en UA - Ukraine, English (Since 5.1)
» uk UA - Ukraine, Ukranian (Default for Ukraine since 5.1)
Note
For display purposes only; input is in English. Not all regions are supported.
* en AE - United Arab Emirates, English (Since 2.9)
* en_ GB - United Kingdom, English (Since 4.3)
* en US - United States, English

This locale is one part of the algorithm that Visa Checkout uses to determine the language in
which to display lightbox content. You can set a locale on each page that invokes the lightbox
using the 1ocale parameter, or set the locale in the merchant's profile, in which case, it
applies to any page that displays the lightbox. The value of the 1ocale parameter overrides
any value in the merchant's profile for a page.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Language Selection Algorithm
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Visa Checkout Language Selection Algorithm

Language Selection Algorithm

The following algorithm determines the language in which the lightbox is displayed within a
browser:

Note

The rules for country selection take precedence over the rules for language selection to
determine the locale, and thus, the display language.

« The country is determined by the consumer preference if changed during sign in;
otherwise, it is the first item in the following hierarchy that exists or is set:

1. Visa Checkout country preference cookie in the consumer’s browser

2. Valid country in the countryCode settingin v.init

3. Country specified in a valid locale specified in the 1ocale settingin vV.init
4. Browser's locale

If none of the above items can determine the country, Visa Checkout defaults to US.
Regardless of the items listed above, after a consumer signs in, the consumer’s country of
registration becomes the country.

» The locale, which is used for rendering the language is determined by the consumer
preference if changed during sign in; otherwise, it is the first item in the following hierarchy
that exists or is set:

1. Visa Checkout 1ocale cookie in the consumer’s browser
2. Valid locale settinginv.init

3. Default locale for the country determined from the country items above, if the resulting
locale is valid for Visa Checkout

4. Locale set by the consumer’s browser / navigator

If Visa Checkout does not support the locale, the locale becomes the default locale for the
country; for example, if the locale is fr FR and the country is US, the locale becomes en
Us. If the locale cannot be determined by this algorithm, Visa Checkout defaults to en US.

Related Content

Visa Checkout Display Language and Locale Selection (Parent Topic)

Displaying the Total Amount for a Pay Button in the Lightbox

You can specify the presentation of the total amount that is associated with a Pay button in the
lightbox by using the currencyFormat setting of the V. init function. This setting affects
only the presentation; it does not change the actual amount. By default, the lightbox displays a
currency amount associated with the Pay button in the following format: xxx

999,999, 999.99 where xxx is the ISO 4217 standard alpha-3 currency code for the currency
being used, suppressing leading zeros ( 0 ) and truncating additional precision in the display.
However, the value remains unchanged.

Note

The currencyCode field in the paymentRequest of the V. init function determines the
currency being used.

When you specify an invalid currency format, the amount is automatically displayed in the
default format.
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You can also set the currency format at the profile level. The currencyFormat field that
passes in the paymentRequest of the V. init function takes precedence over the currency
format value that is included in the profile. If the currency format is not specified at the profile
level orin the V. init structure, then the total amount is automatically displayed in the
default format.

You can create the currencyFormat string by applying the following rules:

Specify the digits to display before and after the decimal separator by using the pound or
hash mark ( # ) to indicate the presence of a digit. You must specify 9 digits to the left, a
decimal separator, and 0 to 4 digits to the right of the decimal separator, such as
####4#444 . #4# Leading zeros ( 0 ) are always suppressed and additional precision is
truncated in the display.

Specify one of the following separator characters for the decimal separator, i.e. the decimal
place, such as a decimal point or comma:

— period (.)

comma (, )

semicolon ( ;)

colon( :)
— space( )

If the decimal separator is not followed by another digit, i.e. when specifying 0 digits of
precision, you must specify a period (. ) following the right-most digit. The period will not
be displayed; for example, a value of 1. 00 using a format of ######### . resultsin 1
being displayed.

Optionally, specify a grouping separator character to separate values to the left of the
decimal separator, such as thousands with ###, ###, #4# . #4 or #4#4# . ###. #4#4#, #4#4#. The
grouping separator character is one of the separator characters listed for the decimal place.
You cannot specify a leading or tailing grouping separator.

Optionally, to display the currency being used before or after the first or last digit, specify
currencyCode to display the ISO 4217 standard alpha-3 code for the currency or
currencyCodeSymbol to display the associated symbol; for example, currencyCode
44, H44, HH4 L HE or #44, #44, ##4 . ## currencyCodeSymbol.

The placement of the symbol or code next to the decimal formatting specifies whether a
space appears before or after the number; for example, currencyCodeSymbol###, ###,
##4.## foravalue of 1.00 results in $1.00, and a format of currencyCode ###, ###,
#44 . #4# results in USD 1. 00 if the currencyCode field in the paymentRequest of the
V.init function is USD. Specifying more than a single space between the symbol or code
and the number is invalid and results in the default currency format being used.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Examples

1-6
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Examples

Examples

currencyFormat String

Example of total 123456789.123 in United
States dollars (USD)

currencyCode
FHE, HHE, S

USD 123,456,789.12

currencyCode

WA, A, LA

USD123.456.789,123

currencyCodeSymbol
i, #4E, HEE

$ 123,456,789

AR AR R A ki

currencyCode

123,456,789.1230 USD

i, S
currencyCodeSymbol

12,34,56,789.1230 $

currencyCodeSymbol
Hed, HEE, HEE A
currencyCode

$ 123,456,789.123 USD

RS AAS A

currencyCode

123456789 1USD

currencyCodeSymbol
S S S

$ 123456789

Related Content
Displaying the Total Amount for a Pay Button in the Lightbox (Parent Topic)

Market Requirements

Visa Checkout supports billing and shipping for the following markets:

Argentina
Australia
Brazil
Canada
China

Chile
Colombia
France
Hong Kong
India

Ireland

January 23, 2019
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e Kuwait
+ Malaysia
*  Mexico

« New Zealand

* Peru
« Poland
* Qatar

+ Saudi Arabia

» Singapore

«  South Africa

+ Spain

« Ukraine

* United Arab Emirates
+ United Kingdom

* United States

Your integration must enable billing and shipping to consumers in each of these markets
unless the requirement has explicitly been waived by Visa Checkout. Specifically,

1. Visa Checkout must work on merchant site/s the same way the merchant site/s accepts
cards and fulfills orders paid with cards; including billing markets, shipping markets, and
displaying the Visa Checkout button for every market for which the merchant supports
billing.

2. Upon enablement of a new market and communication to merchants via release notes,
merchants must update the integration to ensure that Visa Checkout continues working on
merchant sites the same way for the new market; however, if the merchant does not
support billing or shipping to the new market, the merchant is not required to support
billing or shipping just for Visa Checkout.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Payment Partner Reporting Requirements

You must contact your payment partner (processor, partner, or acquirer) to inform them that
you are using Visa Checkout and to determine whether there are any specific requirements
from them for processing transactions with data provided by Visa Checkout, such as including
an indicator identifying that the data came from Visa Checkout. For more information, please
contact your Visa Checkout representative.

Related Content

Visa Checkout Integration Overview (Parent Topic)

About Tokenized Payment Instruments

Visa Checkout supports tokenized payment instruments, which are presented to consumers as
digital account numbers. Conceptually, a token is a replacement for the consumer's account
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Visa Checkout User Experience and Error Handling for Tokens

number as it appears on a card. Tokens are considered more secure than account numbers,
which are easier to compromise and more difficult to deal with when a card associated with
just an account number is lost or stolen. Tokens may reduce the risk to consumers, and to you,
that the financial information associated with an account can be used for fraudulent purposes
if an account number is compromised. As a result, card issuers are increasingly using tokens to
authorize transactions.

To accept tokenized payment instruments:
1. Ensure that your processor can accept tokenized payment instruments.

2. Integrate to meet your processor's requirements for providing token information when
authorizing a transaction. These requirements include the kind of cryptogram to use, which
is one of the following:

+ 3-digit non-encoded DTVV cryptogram

« 20-byte Base64-encoded binary value as a TAVV cryptogram required in VisaNet Field
126.9

Note

You also may need to support PANs if the payment instrument does not have a token
replacement.

With tokenization, you receive consumer information payloads that contain token information
if available. If the issuer provides a token for the consumer's payment instrument, you always
receive the token information and do not receive account information.

If you need to know whether the payment instrument in the payload is a token or an account
number before you decrypt the payload, you can determine whether it is a token or PAN by
examining the paymentMethodType field in the payment . success event, which Visa
Checkout returns to the frontend, or by examining the same field in the response to the Get
Payment Data API. The field contains either TOKEN or PAN, depending on the type of payment
instrument. The paymentMethodType field is also present in the payload itself.

Related Content

Visa Checkout Integration Overview (Parent Topic)

User Experience and Error Handling for Tokens

Tokenized Card on File and Multiple Authorization Considerations

User Experience and Error Handling for Tokens

Because a consumer need not be aware that a tokenized payment instrument is being used
when they "choose a card," you must

« Advise the consumer to choose another card in the event of an error, regardless of whether
an issue with a token-enabled payment instrument caused the error.

« Display the last 4 digits of the account number instead of the last 4 digits of the token. You
can obtain the last 4 digits of the account number from the 1astFourDigits field of the
paymentInstrument structure in the consumer information payload.

Note

If you must display a date associated with the card, use 12/99 or 12/9999, because the card
expiration date is not provided for tokenized payment instruments.

» Refer to tokens using the name Digital Account Number in cases where you must refer to
a token; for example, if you display both the last 4 digits of the card as well as the last 4
digits of the token
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» Not display the token expiration date. If it is necessary to display the token expiration date,
it must be done in such a way that the consumer does not become confused by differing
dates; for example, display both the last 4 digits of the token and the token expiration date
under Digital Account Number and separate token information from other account
information.

Tokens cannot be auto-filled/key-entered in the browser. You should work with your Visa
Checkout representative to develop consumer-facing messaging about tokens, as needed.

Related Content

About Tokenized Payment Instruments (Parent Topic)

Tokenized Card on File and Multiple Authorization Considerations

You can use tokens for Card on File type transactions. The merchant stores the call ID for the
transaction and makes a Get Payment Data API request to obtain a consumer’s information
payload which includes the token information.

Note
Visa Checkout supports tokenized payments instruments for Visa cards only.

The Get Payment Data response includes a new cryptogram for the token, which can be used
for a subsequent authorization when transactions require multiple authorizations. Because the
Get Payment Data API response returns a new cryptogram, you should make a Get Payment
Data API request to refresh the cryptogram prior to using the token each time the token is
needed for a subsequent authorization.

Note
If you store the call ID, do not request an expiration for the call ID.

The following diagram shows how multiple authorizations work with tokens:

Merchant Visa Checkout

-

' ' I ‘ ‘ Get Payment Data Response (Token Pay oad)g

E Authorization Request

. Authorization Response e @

o’

VisaNet

'0 Get Payment Data (CalllD)

9 For each subsequent authorization, steps 1 through 4 may repeat.

The token information appears in the paymentInstrument structure of the payload that Visa
Checkout returns. It includes the tokenInfo and cryptogramInfo elements.

Consumers do not need to be aware a token has replaced their credit card number. Also,
tokens cannot be entered into a browser or autofilled.

The following steps are shown:

1. Call Get Payment Data to obtain the token information.
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2. The response includes a new cryptogram, which you must use for a subsequent
authorization.

3. Pass the token information, including the new cryptogram to your processor as part of your
authorization request.

Note

You follow your processor's protocol for requesting an authorization. Your processor
typically handles VisaNet operations.

4. The processor returns the status of the authorization using their protocol. If the
authorization fails, you must contact the consumer to obtain another payment instrument.

5. You can repeat these steps for additional authorization requests. You cannot skip any of
these steps because each Get Payment Data response includes a new cryptogram, which
must be passed with the token to your processor.

Related Content

About Tokenized Payment Instruments (Parent Topic)

Consumer Information Payload

On successful completion of a payment request, Visa Checkout returns a payload of consumer
information, depending on how your account has been configured by Visa Checkout or your
Visa Checkout partner when your account was created. The consumer information contains
information about the following:

« Consumer, such as the consumer's name and email address

« Payment request, such as the payment amount and currency, shipping and handling
charges, discounts, promotion codes, and such

« Payment instrument, such as a PAN or token and related information, billing address, card
art, and such

« Risk information, such as AVS and CVV responses
» Shipping address if requested

» Verified by Visa authentication information, if configured by Visa Checkout

Important

The payload can contain personally identifiable information (PIl). You must follow PCI
compliance guidelines when dealing with PII.

How the account was created and the requested data level determine whether the payload
contains the consumer's account number (PAN) or token, which represents the account
number in tokenized payment instruments. Specifically, if you have been enabled to receive
PAN access, which includes token access, you receive the full encrypted consumer payload;
otherwise, you receive encrypted summary information, meaning no PAN or token plus
associated cryptogram, regardless of whether you requested full or summary information.

The consumer information payload is always encrypted when returned to your website,
regardless of whether it contains full or summary information. When requested by a Visa
Checkout API, full information is always encrypted; however, summary information is not
encrypted.
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Note

You can choose not to receive the payload as part of a successful payment request; however,
you must then call a Visa Checkout APl when you are ready to obtain it. When you enable the
consumer information payload to be returned directly, which is also the default, an API-based

integration may not be necessary.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Token Available—tokenInfo Structure Returned in Payload

Account Number (PAN) Available—No tokenlnfo Structure Returned in Payload

Token Available—tokenInfo Structure Returned in Payload

Token information appears in the payment Instrument structure of the payload. It consists
of 2 structures, tokenInfo and cryptogramInfo. The contents of the tokenInfo structure
depend on whether PAN access, which also applies to tokens, has been granted and whether

full or summary data has been requested.

Fields returned when PAN access is
enabled and full data requested

Fields returned when PAN access is not enabled
or summary data requested

Payment method type (TOKEN)

Payload contains a tokenInfo structure

Token

Token range

Token range

Token, last 4 digits

Token, last 4 digits

Token expiration date

Token expiration date

Cryptogram

ECI

Payment Account Reference (PAR)

Payment Account Reference (PAR)

Note

The last four digits of the underlying PAN is also available for display purposes.

Related Content

Consumer Information Payload (Parent Topic)
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Visa Checkout Account Number (PAN) Available—No tokenlinfo Structure Returned in
Payload

Account Number (PAN) Available—No tokenInfo Structure Returned in
Payload

Fields returned when PAN access is | Fields returned when PAN access is not enabled
enabled and full data requested or summary data requested

Payment method type (PAN) Payment method type (PAN)

Account number (PAN) -

Last four digits Last four digits

Card BIN, 6 digits Card BIN, 6 digits

Card expiration Date, Month and Year | Card Expiration Date, Month and Year

Related Content

Consumer Information Payload (Parent Topic)

Integration Steps

At a high level, your integration consists of modifying your checkout and payment pages to:
1. Place the Visa Checkout button on your page and provide JavaScript to enable it:
« Load the Visa Checkout JavaScript library, sdk.js.

« Initialize the library properties related to the lightbox appearance and the payment
request.

« Provide event handlers that respond when the lightbox closes, including a payment
success handler to set up payment processing using your own business logic.

2. Decrypt the payload returned with a payment success event and process the payment
3. Update payment information in Visa Checkout after the payment has been processed

All integrations require you to perform Step 1. Visa Checkout provides you with the button to
use; however, there is considerable flexibility for its use. See Getting Started With Visa
Checkout for button placement and usage information. You must implement 1 JavaScript
function to specify library properties and implement handlers for lightbox events.

In Step 2, a payment success event returns encrypted consumer payment information, which
includes card verification, authentication, and risk information. The account number (PAN) can
be returned by agreement with Visa Checkout. Typically, you use your existing business logic
to process the payment request. Whether you need to decrypt or use this information depends
on your business logic and who performs it.

Note
In addition to a payment success event, you must also handle

» A payment cancellation event, which indicates that the consumer closed the lightbox before
confirming the payment request.

« A payment error event, which indicates that an error occurred during the operation of the
lightbox, which in most cases indicates an issue with the payment request or initialization of
the lightbox.
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How you update payment information in Visa Checkout (Step 3) depends on your existing
business logic, current capabilities and security requirements. In some cases, requirements may
be imposed by your processor or an e commerce partner, which is someone you might choose
to handle Visa Checkout transactions on your behalf. Visa Checkout provides several
integration options to meet your requirements, which are described in Updating Payment
information in Visa Checkout.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Integration Options

Visa Checkout provides several options to manage consumer payment information that is
returned by a payment event. It automatically updates Visa Checkout as a result of having
processed a consumer’s payment. You can manage these tasks by:

« Taking action from your web page or front-end server
« Calling a Visa Checkout API from either a front-end or back-end server.

« Passing the ID that is associated with the Visa Checkout payment request, which is
represented as a call ID in Visa Checkout terminology, to your server or to a processor or an
e-commerce partner for payment processing

Note
You can pass a call ID to a server as a convenience for remote process communication.

These choices are not mutually exclusive; for example, you can process consumer payment
information with your front-end server and update payment information in Visa Checkout
another way.

The following illustration demonstrates one way a merchant can integrate Visa Checkout:

Javascript SDK.

J5 Callback Payload

Ligshthcx .| Lightbox (Callid / Encrypted Data)
—* oan Summary
In/Sign Up 4

Callidand
Consumer Data

Wnit &0-button image so urce
Enabled Button

‘ Visa Checkout

Related Content

Visa Checkout Integration Overview (Parent Topic)

Responding to Payment Events

Updating Payment Information in Visa Checkout

Visa Checkout APl Summary
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Responding to Payment Events

A payment event occurs when the consumer completes the payment request, the consumer
cancels the request, or an error occurs while the lightbox is open. If the payment event
indicates success, consumer information is available to complete the payment, What you do
with the payment information depends on what information you need and how you complete
the payment. The consumer payment information is encrypted in the payload returned with
the event.

Note

YOU ARE RESPONSIBLE FOR THE SECURITY OF THE INFORMATION BEING DECRYPTED. NEVER
DECRYPT THE PAYLOAD DIRECTLY IN YOUR WEB PAGE.

The transaction's call ID is provided along with the event. You have three choices for handling
the event:

« Pass the call ID to your server for payment processing or to the entity that will process the
payment for you; in which case, the call ID can be used with the Get Payment Data API to
obtain the consumer payment information.

« Pass the encrypted payload to your server for payment processing or to the entity that will
process the payment for you.

+ Call a Visa Checkout API, Get Payment Data, to obtain the consumer payment information
from the server you use to handle payment processing, This is what an entity that processes
payments on your behalf must do also.

Related Content

Integration Options (Parent Topic)

Updating Payment Information in Visa Checkout

After the payment has been processed, you must update Visa Checkout with the information.
This might occur in real time, immediately after the lightbox closes, or could happen later. You
may take the action yourself or it might be handled on your behalf by a payment processor or
an e-commerce partner. The following integration options are available, depending on your
configuration:

» Update Visa Checkout payment information from your web page by passing parameters
when the 1-pixel image provided by Visa Checkout is loaded.

+ Pass the call ID to your server, or to the entity that will take action to on your behalf. In this
case, the call ID can be used with the Update Payment Info API to update Visa Checkout
payment information.

+ Call the Visa Checkout API, Update Payment Info, to update payment information.
Related Content

Integration Options (Parent Topic)

Visa Checkout APl Summary

The Visa Checkout API consists of REST-style messages, whose request and response pairs are
transported using the HTTPS protocol. Many programming languages provide HTTPS
interfaces, or you can send requests and receive responses as text; of course, there are headers
and encryption involved. Visa Checkout does not dictate the use of any particular
programming language to use its APIs.
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Note

For maximum compatibility with Visa Checkout services, use Get Payment Data and Update
Payment Info APIs.

If you choose to use Visa Checkout APIs, you must support DNS name resolution. A list of
static IP addresses cannot be provided.

The following APIs are available to all merchants:

Field Description

payment/data/{callId} GET obtains consumer payment information
associated with the payment request (call1d). It
provides the same information as though you used
the Visa Checkout JavaScript library.

payment/data/{callId} PUT updates the status of the transaction and the
amounts associated with the payment request
(call1d) specified in the Visa Checkout library
initialization. It is an alternative to using the Update
Payment Information pixel image on your web

pages.

Related Content

Integration Options (Parent Topic)

Card-on-File Transactions

In Visa Checkout, a card-on-file transaction is one in which the merchant initiates a transaction
using previously collected card information. You must have permission from Visa Checkout to
create card-on-file transactions.

A Cardholder-initiated Transaction (CIT) is any transaction where the cardholder actively
participates in the transaction. This transaction can be at a terminal in a store, through a
checkout experience online, or with a stored payment credential that the cardholder has
previously consented to store with the merchant.

A Merchant Initiated Transaction (MIT), also known as a card-on-file transaction, is any
transaction that relates to a previous cardholder-initiated transaction but is conducted without
the active participation of the cardholder. The MIT transaction uses a stored credential and
represents the cardholder agreement for the merchant to initiate one or more future
transactions over a period for a single purchase of goods or services.

Merchants commonly perform MITs to perform a:

« Transaction as a follow-up to a cardholder-initiated transaction

* Pre-agreed standing instruction from the cardholder for the provision of goods or services
Examples of MITs include a:

» Hotel charge for mini-bar expenses tallied after the guest has checked out and closed the
folio

» Subsequent recurring payment for a magazine subscription

You typically confirm all transactions by calling the Update Payment Info API.
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When a consumer checks out using the lightbox during the initial transaction, a call ID is
returned with the consumer information payload. For the initial transaction, use the initial call
ID and specify Confirm for the event type. For subsequent card-on-file transactions, the
consumer does not invoke the lightbox. You use the same call ID and specify Confirm COF
for the event type.

Note

If you want to place a card-on-file without the consumer making a purchase, use Create for
the event type.

Merchants who save the cal11d on file and invoke the Get Payment Data API, receive the
latest PAN updates that the Visa Account Updater (VAU) has completed.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Automatic Updates to Card-on File in Visa Account Updater

Automatic Updates to Card-on File in Visa Account Updater

Visa Account Updater (VAU) is a service that is designed to address the requirements of
recurring payments and episodic transactions. It enables the secure exchange of updated
payment account information among participating issuers, acquirers, and qualified account-
on-file merchants.

VAU supports account renewal or card replacement; account upgrades or downgrades;
portfolio acquisitions and/or mergers; lost/stolen cards; other account closures; and
MasterCard-to-Visa conversions. Visa Checkout uses VAU update information to ensure that a
user's card information is up to date and that point-of-sale disruptions due to stale account
information are minimized.

The VAU update payment account information is now available with Visa Checkout. Issuers
who receive standard VAU reports can view VISACHECKOUT. Visa Checkout starts processing
additional VAU data for Closed Account and Please Call update types. As existing backlogs
are cleared, issuers may notice a short-term increase in the number of cards that have been
deleted from Visa Checkout.

When the card issuer is enrolled in Visa Account Updater (VAU) process, the process can
update the following information in Visa Checkout:

» Expiration date, when the issuer provides a new expiration date; typically, when the card
expires

« Account number, when the issuer provides a replacement account number for a number
that is no longer valid

+ Closed Account type
+ Please Call update type

All other information associated with the card remains unchanged as a result of this process,
which runs daily.

Note

The consumers of a card must update the card expiration date or account number themselves if
the card issuer is not enrolled in the VAU process or does not update card information on a
timely basis.

Related Content

Card-on-File Transactions (Parent Topic)
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About Visa Checkout Profiles

All merchants should have a default Visa Checkout profile established that specifies the
lightbox settings your consumers will see, such as which cards are accepted, which billing
countries are accepted (which in turn, affects currencies), which countries shipping is accepted,
and a custom-tailoring of the lightbox display. When you log into the Visa Checkout Developer
Center, you can select Profile from the navigation on the left and complete the following
fields:

Profile Name*

Default Profile

Accepted Cards
Visa MasterCard American Express Discover

Currency Format

currencyCode #35F #HH #HHE i 2]

Customer Support URL Website URL
Logo URL Logo Display Name

Shipping Counfry
Search Available Country Search Selected Country

United Ststes of America

Canada

Anguilla

Antigua and Barbuda

Arubs W
Bahamas

Select All
Billing Country

Search Available Country Search Selected Country

United States of America

Canada

Anguilla

Antigua and Barbuda

Aruba W

Bahamas

Select All

| Collect Shipping

-

Note

If you have an e-commerce partner, your partner may provide a profile for you to use. Also, in
some situations, your e-commerce partner may provide an alternative to using the Visa
Developer Center, in which case, you may not be able to log into the Developer Center. In those
situations, you should follow your e-commerce partner’s instructions.

1-18 January 23, 2019


https://developer.visa.com
https://developer.visa.com

Visa Checkout User Interface Redress Prevention

Visa Checkout will use the settings in the default profile unless you either:

» Specify a value for a setting using the JavaScript SDK. These are V. init settings.

« Specify another profile to use, which is specified in the externalProfileId settinginVv.
init.

The order in which Visa Checkout selects values for V. init settings is as follows:

1. The value specified in V.init

2. The value specified in the selected (externalProfilelId) profile

3. The value specified in the default profile

4

. The default Visa Checkout value, which is the default v. init value, assuming no profile
options have been set

Related Content

Visa Checkout Integration Overview (Parent Topic)

User Interface Redress Prevention

It is possible for malicious code to monitor consumers’ keystrokes in an attempt to steal
confidential information. For example, when consumers believe they are selecting legitimate
links on an infected web page, they are actually selecting a transparent layer over the links that
relays information to outside unauthorized sources; it also applies to buttons and other Ul
controls. This practice is referred to as clickjacking. You must ensure that each page containing
a Visa Checkout button has adequate anti-clickjacking preventions in place.

To prevent clickjacking, which could occur if malicious code is hidden beneath legitimate
buttons or other clickable content on your web page, you must:

« Provide anti-clickjacking code, which is typically JavaScript in the header of each page that
hosts a Visa Checkout button, to ensure that the associated DOM document for the page
has no child pages in which malicious code could reside.

« Provide headers on your server to prevent your page from being loaded from another
domain. For example, implement Xx-FRAME-OPTIONS DENY or X-FRAME-OPTIONS
SAMEORIGIN filtering for headers on your server to handle this requirement and provide
Content-Security-Policy frame ancestors for browsers that support them.

Important

You must implement both measures (code and headers) to help ensure that pages cannot be
loaded as an iFrame of some other page.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Visa’'s Accessibility Support

Visa has a robust process for coding to and validating conformance to WCAG 2.0 AA (the
specification developed by W3C). For each project that includes accessibility in their
requirements, Visa's accessibility team (within Visa User Experience) holds an accessibility
kickoff/introductory meeting for involved staff to review the standards and Visa's process. Staff
then take a 90-minute online training class that trains them in accessibility, WCAG 2.0, and how
to use Visa's Global Accessibility Requirements (VGAR). The VGAR is a searchable web portal
containing a set of (currently) 120 specific requirements that Visa projects must follow to meet
WCAG 2.0 (meeting the VGAR means a project meets WCAG 2.0 AA) and is hosted inside Visa's
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network. The VGAR also includes a re-sort of the requirements and specific test cases for each
project's QA staff, along with downloadable tracking tools, links to all necessary testing tools,
and how-to videos for every tool and test case. Throughout the process if Development or QA
has any questions, they can reach out to Visa a11y (accessibility) for consulting. Visa is
committed to working with our merchants and partners to satisfy their accessibility compliance
needs.

Related Content

Visa Checkout Integration Overview (Parent Topic)

Fraud and Risk

Related Content
Visa Checkout Integration Overview (Parent Topic)
Fraud Checks

Declines

Card Security Code Usage

Verified by Visa (3—D Secure) Transactions

Fraud Checks

Visa Checkout uses a combination of proprietary and third-party technologies to implement
fraud checks during the consumer checkout experience in Visa Checkout. These checks provide
account validations on all Visa Checkout accounts when:

+ The account is added or accessed

« A consumer logs in to Visa Checkout

» Acard is associated with the account, a card is updated, or used in a transaction
*  When a consumer makes changes to the account

Examples of fraud checks include device and IP data checks, velocity, card and account
verification, enrollment attributes, Visa Checkout transaction history, and other checks.
Specifically, for every card added to a Visa Checkout account, regardless of card brand, Visa
Checkout performs an account verification procedure prior to passing the card information to
a merchant.

Important

Although Visa Checkout performs an array of proprietary fraud checks while interacting with
consumers, Visa Checkout never declines a transaction request based on risk concerns. Your
own control models, processes, and procedures should provide the best protection against
fraud based on the philosophy that you know your customers and their behavior the best and
are in the best position to assess your own risk tolerance for a given transaction. VISA
CHECKOUT FRAUD CHECKS SHOULD NEVER BE USED TO REPLACE OR SUPPLANT YOUR
OWN TECHNIQUES; RATHER, THEY SHOULD SUPPLEMENT YOUR EXISTING CONTROLS.

Related Content
Fraud and Risk (Parent Topic)
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Declines

Declines are the responsibility of the card issuer and the merchant. Visa Checkout does not
decline transactions at a transaction level, except in extreme circumstances; for example, when
an account has been disabled due to suspicious activity or a government sanctions list match.

Related Content
Fraud and Risk (Parent Topic)

Card Security Code Usage

Visa Checkout performs a verification of the card security code for each card added to a Visa
Checkout transaction. Similar to a card-on-file scenario, the validation is performed once,
without re-verifying the card security code during each use of the card.

Important

Never collect from consumers their CVV2, CVN, CVC2, CID or any other such security feature for
any “card not present” transactions (collectively called card security codes) separate and apart
from Visa’s collection of the same via the checkout experience with the Visa Checkout Services
unless you have Visa's express written consent to do so, or your collection of the card security
code is specifically required by Visa's Rules. You must never store card security codes.

You are encouraged to implement best practices in regard to risk management for Visa
Checkout transactions as you would for any other e-commerce transaction. Because a card
security code has been validated for the Visa Checkout payment method being used, a
historical match response should be assumed.

Currently, card brands supported by Visa Checkout do not downgrade interchange based on
the absence of a card security code for "card not present" transactions. You should check with
your acquirer or processor to determine whether they have any policies or fees specific to your
contract that may be related to authorizations that do not contain a card security code.

Typically, the card security code in a response is optional information that can be included in a
re-presentment. However, whether a card security code is required to reverse a particular
charge-back, may depend on the card brand. Merchants are encouraged to speak directly with
their acquirer to understand the charge-back re-presentment rules and reversal criteria for a
specific card brand.

Note

Although AVS and card security codes, e.g. CVV2, are verified when a card is added to the Visa
Checkout account, verification information may not always be available in the consumer
information payload; in which case, ‘unavailable (0)' is returned for those values.

Related Content
Fraud and Risk (Parent Topic)

Verified by Visa (3-D Secure) Transactions

When configured, Visa Checkout supports Verified by Visa (VbV) authentication checks and
returns VbV authentication information in the consumer information payload. You will provide
VbV information in the payload to your processor as required by the processor's authorization
message. Contact your Visa representative for VbV specific configuration information.

Related Content
Fraud and Risk (Parent Topic)
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Enabling Strong Authentication on First Use of a Card

Enabling Strong Authentication on First Use of a Card

When configured for 3-D Secure, authentication generally takes place on each transaction
within the Visa Checkout experience. In each of the following designated countries, however,
merchants and partners must allow issuers to authenticate consumers on the first use of the
card in Visa Checkout:

* France
* India
« lreland
« Poland
+ Spain

* United Kingdom

Visa Checkout supports authentication on first use of Visa, Mastercard, and American Express
cards in these designated countries. Merchants and partners can configure their Visa Checkout
account to use 3-D Secure to perform a consumer authentication check when Visa, Mastercard,
and American Express cards are first used in Visa Checkout in these designated countries.

Merchants or partners can configure 3-D Secure for Visa, Mastercard, and American Express in
Visa Checkout to apply on first use only. Alternatively, merchants or partners can configure 3-D
Secure for Visa, Mastercard, and American Express for every transaction only. Merchants and
partners can also configure 3-D Secure for Visa, Mastercard, and American Express in Visa
Checkout on first use and for every transaction. The Suppress Challenge override
(threeDSSuppressChallenge) setting is ignored and the issuer authentication step-up, if
available, is always presented.

When configured to authenticate on first use of a card, authentication fields are returned in the
consumer information payload when a consumer in a designated country first uses a card in
Visa Checkout, even when 3-D Secure has not been activated for general use.

Important

If merchants or partners do not have a Visa Checkout profile for 3-D Secure configured to
enable the required consumer authentication during a first Visa Checkout transaction, or if the
authentication fails, the merchant or partner must perform the required consumer
authentication in their own checkout experience.

When consumer authentication is performed on first use, the firstUseAuthenticated
field is returned in the consumer information payload.

Related Content
Verified by Visa (3—D Secure) Transactions (Parent Topic)
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Visa Checkout Assets and
Placements 2

General Visa Checkout Button Placement and Flow
Requirements

You are required to implement the Visa Checkout branding requirements on all pages where
the consumer is presented payment method options, such as Visa Checkout or another
payment method. Common examples include shopping cart pages, login pages, product
pages, and payment pages. Your actual implementation depends on your specific flow.

You can use Visa Checkout on any page or in any flow on your site or app where a consumer is
asked to enter their billing and payment information. Common examples include cart pages
(both full and mini) pages, payment pages, card-on-file management pages, or immediately
before a flow where a consumer is prompted for personal information, which may be available,
at least partially, within Visa Checkout.

Because Visa Checkout already has consumer shipping information and payment options,
giving consumers the opportunity to specify choices at the beginning of the checkout process
may enable them to complete the transaction with less effort that might otherwise be
required. The following diagram show how placing Visa Checkout buttons on a shopping cart
and log in page might work:

Shopping cart Sign infbuyer info Shipping infa Payment info Pay/Order review  Order confirmation
i ] — e —
_— [ ]
=-- [ o —

OR OR | —— HE
| > > I I ==

/1
P 1

VISA checkow \ﬂSA Chackout ‘

Some consumers may not select the Visa Checkout button initially, in which case you should
also offer Visa Checkout to consumers when they choose a payment method, which still
enables them to use Visa Checkout for payment:
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Visa Checkout
Shopping cart Sign In/buyer Info Shipping info Payment method Pay/Order review  Order confirmation
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The implementation flow above shows a radio button with a Visa acceptance mark. When the
consumer chooses the Visa Checkout radio button, the Visa Checkout button appears, which

enables the consumer to log in to Visa Checkout to choose their payment card before
continuing on to your payment page.
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JavaScript Library — sdk.js

Use the sdk. js JavaScript library to control the operation of Visa Checkout on your site.

Sandbox Path

https://sandbox-assets.secure.checkout.visa.com/checkout-widget/resources
/js/integration/vl1/sdk.js

Live Path

https://assets.secure.checkout.visa.com/checkout-widget/resources
/js/integration/v1/sdk.js

Related Content
Example: JavaScript Library — sdk.js

Example: JavaScript Library — sdk.js
<body>

<script type="text/javascript"
src="https://sandbox-assets.secure.checkout.visa.com/
checkout-widget/resources/js/integration/vl/sdk.js">
</script>

</body>

Related Content
JavaScript Library — sdk.js (Parent Topic)

Image Class v-button

Use v-button img class to render a Visa Checkout button on your web site to initiate a
payment. Rendered buttons must follow Visa Checkout user interface guidelines.

Sandbox Path

https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png

Live Path

https://secure.checkout.visa.com/wallet-services-web/xo/button.png

Related Content
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Visa Checkout

v-button Parameters

Example: Rendering a Visa Checkout Button

v-button Parameters

Field

Description

size

(Optional) Width of the button, in pixels.

You can either specify size to display a standard
size button, or you can specify height and width
to specify a custom size. If you do not specify size
or both height and width, the button size is 213
pixels. If you specify height or width, the value
of size isignored.

Format: It is one of the following values:
e 154 -small

e 213 - medium (default)

e 425 - High resolution or large

Any other value defaults to 213 pixels.
Example: size=154

Since 2.0

height

Height of the button, in pixels, for custom button
sizes.

You must specify the height if you specify a value
for width. The value you choose determines the
range of allowable values for width.

Format: It is one of the following values:
e 34

e 47

e 94

Example: height=94

Since 2.4

width

Width of the button, in pixels, for custom button
sizes. You must specify the width if you specify a
value for height.

Format: It is one of the following values:

« lessthan 477 if height is 34; default value is
154

« greater than 212 and less than 659 if height
is 47; default value is 213

3-2
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v-button Parameters

Field

Description

« greater than 424 and less than 1317 if height
is 94; default value is 425

The default value is used if the value for width is
invalid for the specified height.

Example: width=200
Since 2.4

locale

(Optional) The locale, which controls how text
displays in a Visa Checkout button and the Visa
Checkout lightbox.

Format: It is one of the following values:

* es_ AR - Argentina, Spanish (Since 3.5; en AR
2.9-34)

e en AU - Australia, English

* pt_ BR - Brazil, Portuguese (Since 3.5; en BR
2.9-34)

* en_ CA - Canada, English

+ fr CA-Canada, French

e en_ CN - China, English (Since 2.9)

* zh CN - China, Simplified Chinese (Since 3.5)
Note
For display purposes only; input is in English.

* es_ CL - Chile, Spanish (Since 3.5; en_CL 2.9-
34)

* es_ CO - Colombia, Spanish (Since 3.5; es_CO
2.9-34)

+ fr FR- France, French (Since 4.3)
+ zh HK - Hong Kong, Chinese (Since 3.5)
Note
For display purposes only; input is in English.
* en HK - Hong Kong, English (Since 2.9)
* en_ IN -India, English (Since 4.6)
* en IE -lIreland, English (Since 4.3)
* en KW - Kuwait, English (Since 5.1)
+ en_ MY - Malaysia, English (Since 2.9)

* es MX - Mexico, Spanish (Since 3.5; en MX 2.9-
34)

* en NZ - New Zealand English (Since 2.9)

* es_PE - Peru, Spanish (Since 3.5; en PE 2.9-
34)

January 23, 2019
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Field Description
+ pl PL - Poland, Polish (Since 4.3)
* en_ QA - Qatar, English (Since 5.1)
* en_SA - Saudi Arabia, English (Since 5.1)
* en_ SG - Singapore, English
« en_ ZA - South Africa, English (Since 2.9)
* es ES - Spain, Spanish (Since 4.3)
* en UA - Ukraine, English (Since 5.1)
» uk UA - Ukraine, Ukranian (Since 5.1)
Note
For display purposes only; input is in English.
* en_ AE - United Arab Emirates, English (Since
2.9)
* en_GB - United Kingdom, English (Since 4.3)
* en US - United States, English
Since 2.0
color (Optional) The color of the Visa Checkout button.
Format: It is one of the following values:
* standard (default)
>
* neutral
D VISA checkout
Note
Any other value for color will default to
standard
Example: color=neutral
Since 2.5
cardBrands (Optional) Override value for brands associated
with card art to be displayed. If a brand matching
the consumer's preferred card is specified, the card
art is displayed on the button; otherwise, a generic
button is displayed. VISA must be included if
acceptCanadianVisaDebit IS true.
Format: Comma-separated list of one or more of
the following brands:
e VISA
e MASTERCARD
3-4 January 23, 2019
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Field Description

* AMEX

e DISCOVER

* ELECTRON (Brazil only; since 3.9)
« ELO (Brazil only; since 3.9)
Example: cardBrands=VISA, AMEX
Since 2.0

acceptCanadianVisaDebit Whether a Canadian merchant accepts Visa Canada
debit cards; required for Canadian merchants,
otherwise, ignored. Visa must be specified as an
allowable card brand.

Format: It is one of the following values:

* true - Visa Canada debit cards accepted

+ false - Visa Canada debit cards not accepted
Example: acceptCanadianVisaDebit="true"

Since 2.0

cobrand For future use.

Format: It is one of the following values:
¢ true

» false

Example: cobrand="true"

Since 4.6

Related Content

Image Class v-button (Parent Topic)

Example: Rendering a Visa Checkout Button
<body>

<img alt="..." class="v-button" role="button" src=
"https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png?..."

/>
</body>
Note
You can specify tabbing behavior to the button by including the tabindex attribute:

<img alt="..." class="v-button" role="button" tabindex="0" src=
"https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png?..."

/>
Related Content
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Image Class v-button (Parent Topic)

Tell Me More Link

Use the v-1earn <a> (hyperlink) class to provide a Tell Me More link that a consumer clicks
to learn more about Visa Checkout. The class causes a pop up to be displayed in the specified
language, which by default is en_US. An example link and associated pop-up window are
shown in Getting Started With Visa Checkout.

You must provide the link's text, which typically is Tell Me More, in the specified locale:
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Tell Me More Link

Field

Description

data-locale

(Optional) The locale, which controls how the pop
up text displays in a Tell Me More link.

Format: It is one of the following values:

es_ AR - Argentina, Spanish (Since 3.5; en AR
2.9-34)

en_ AU - Australia, English

pt_ BR - Brazil, Portuguese (Since 3.5; en BR
2.9-34)

en_CA - Canada, English

fr CA - Canada, French

en_CN - China, English (Since 2.9)

zh CN - China, Simplified Chinese (Since 3.5)
Note

For display purposes only; input is in English.

es CL - Chile, Spanish (Since 3.5; en_CL 2.9-
34)

es_CO - Colombia, Spanish (Since 3.5; es_CO
2.9-34)

fr FR - France, French (Since 4.3)
zh HK - Hong Kong, Chinese (Since 3.5)

Note

For display purposes only; input is in English.
en_HK - Hong Kong, English (Since 2.9)
en_ IN - India, English (Since 4.6)

en_ IE -, English (Since 4.3)

en_ KW - Kuwait, English (Since 5.1)
en_MY - Malaysia, English (Since 2.9)

es MX - Mexico, Spanish (Since 3.5; en Mx 2.9-
3.4)

en_ NZ - New Zealand English (Since 2.9)

es_PE - Peru, Spanish (Since 3.5; en_PE 2.9-
3.4)

pl PL - Poland, Polish (Since 4.3)

en_ QA - Qatar, English (Since 5.1)
en_SA - Saudi Arabia, English (Since 5.1)
en_SG - Singapore, English

en_ZA - South Africa, English (Since 2.9)

es_ES - Spain, Spanish (Since 4.3)

January 23, 2019
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Field Description

* en UA - Ukraine, English (Since 5.1)

* uk_UA - Ukraine, Ukranian (Since 5.1)
Note
For display purposes only; input is in English.

e en_ AE - United Arab Emirates, English (Since
2.9)

* en GB - United Kingdom, English (Since 4.3)
* en_US - United States, English
Since 2.5

The v-1learn class does not provide styling. To provide default styling, you can use the v-
learn-default class in addition to the v—-1earn class. The v-1learn-default class
provides default styling, e.g., color, font, size, and right-alignment of the text to the Visa
Checkout button's container, not to the button itself. The Visa Checkout button and Tell Me
More link must to be wrapped inside a parent <div>, whose width is the width of the button.

Related Content
Example: Tell Me More Link

Example: Tell Me More Link

The following example shows how to provide a Tell Me More link with default styling:

<div class="v-checkout-wrapper">
<img
class="v-button" role="button" alt="Visa Checkout"
src="https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png">
<a class="v-learn v-learn-default" href="#" data-locale="en US">Tell Me More</a>
</div>

Related Content
Tell Me More Link (Parent Topic)

Defining onVisaCheckoutReady Function

The Visa Checkout button and lightbox operations are controlled by defining the
onVisaCheckoutReady function that includes event handlers for initialization and purchase
events. The function includes the following event handlers:
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Defining V.init Event Handler

Event Handler

Description

V.init (Required) Event handler for initialization. Specify
values for initialization in this handler.
Since 2.0

V.on (Required) Event handler for Visa Checkout

purchase events. The event handler specifies
actions to take on the following Visa Checkout
events:

* payment.success
e payment.cancel
* payment.error

* pre-payment.user-data-prefill (since
5.5)

Since 2.0

Defining V.init Event Handler

Use the V. init event handler to specify a JSON object that contains initialization values for
the Visa Checkout JavaScript library. Specify values for the following properties:

Property

Description

apikey

(Required) The API key created with the Visa
Checkout account. Use both a live key and a
sandbox key, which are different from each other.

Format: Alphanumeric; maximum 49 characters
Example: apikey=. ..
Since 2.0

encryptionKey

(Required) Visa Checkout encrypts data in the
consumer information payload using the shared
secret associated with this encryption key.

Format: Alphanumeric; maximum 49 characters
Example: encryptionKey=. ..
Since 6.3

referenceCallID

(Optional) Visa Checkout transaction ID. The
referenceCallID can be used with the
Preselected Checkout Feature.

Format: Alphanumeric; maximum 48 characters.

Example: "referenceCallID":"..."

January 23, 2019
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externalProfileld (Optional) Profile ID, which is created externally by

a merchant or partner, which Visa Checkout uses to
populate settings, such as accepted card brands
and shipping regions. The properties set in this
profile override properties in the merchant's
current profile.

Format: Alphanumeric; maximum 50 characters

externalClientId Not required for merchants. For partners, it is the

unique ID associated with a partner's client, such as
the ID of a merchant onboarded by the partner.
Typically, the external client ID is assigned by a
partner; however, Visa Checkout assigns a value if
one is not specified.

Note

Some integration strategies, such as that for a
hosted order solution, may require specific
values to be set; contact your Visa Checkout
representative for more information.

Format: Alphabetic, numeric, hyphens ( - ), and
underscores (), e.g. spaces are not allowed;
maximum 100 characters.

settings (Optional) One or more name-value pairs, each of

which specifies a configuration attribute.
Format: A settings structure.

Since 2.0

paymentRequest (Optional) One or more name-value pairs, each of

which specifies a payment request attribute.

Format: A paymentRequest structure.

Related Content

Merchant Example

Partner Hosted Merchant Example

Payment Request Properties

Settings Properties

Merchant Example

<head>

<script type="text/javascript">

function onVisaCheckoutReady () {

.init ({ apikey: "merchantApikey",... });

.on ("payment.success", function (payment){ ... });
.on("payment.cancel", function (payment) { })
.on("payment.error", function(payment, error){ ... });

<< <<
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Partner Hosted Merchant Example

}

</script>
</head>

Related Content

Defining V.init Event Handler (Parent Topic)

Partner Hosted Merchant Example

<head>

<script type="text/javascript">
function onVisaCheckoutReady () {
V.init ({ apikey: "partnerApikey",

externalClientId: "partnerIDforMerchant"
externalProfilelId: "partnerProfileIDforMerchant" });

V.on ("payment.success", function (payment){ ... });

V.on ("payment.cancel”, function(payment){ ... });

V.on ("payment.error", function(payment, error){ ... });

}

</script>
</head>

Related Content

Defining V.init Event Handler (Parent Topic)

Payment Request Properties

Property

Description

merchantRequestId

(Optional) Merchant's ID associated with the
request. Visa Checkout stores this value for your
use as a convenience.

Format: Alphanumeric; maximum 100 characters

Since 2.0

currencyCode

(Required) The currency with which to process the

transaction.

Format: It is one of the following ISO 4217
standard alpha-3 code values:

e ARS - Argentine Peso (Since 2.7)
e AUD - Australian Dollar

* BRL - Brazilian Real (Since 2.7)

¢ CAD - Canadian Dollar

* CNY - Yuan Renminbi (Since 2.7)
e CLP - Chilean Peso (Since 2.7)
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Property

Description

COP - Colombian Peso (Since 2.7)
EUR - Euro (Since 4.3)

HKD - Hong Kong Dollar (Since 2.7)
INR - Indian rupee (Since 4.6)

KWD - Kuwaiti Dinar (Since 5.1)
MYR - Malaysian Ringgit (Since 2.7)
MXN - Mexican Peso (Since 2.7)
NzD - New Zealand Dollar (Since 2.7)
PEN - Nuevo Sol - Peru (Since 2.7)
PLN - Polish Zloty (Since 4.3)

QAR - Qatari Riyal (Since 5.1)

SAR - Saudi Riyal (Since 5.1)

SGD - Singapore Dollar (Since 2.7)
ZAR - Rand (Since 2.7)

AED - UAE Dirham (Since 2.7)

UAH - Ukranian Hryvnia (Since 5.1)
GBP - UK Pound Sterling (Since 4.3)
USD - US Dollar

Currency codes must be uppercase.

Example: "currencyCode" : "USD"

Since 2.0

subtotal

(Required) Subtotal of the payment.

Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits

Example: "subtotal™ : "9.00"
Since 2.0

shippingHandling

(Optional) Total of shipping and handling charges
in the payment.

Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits

Example: "shippingHandling" : "3.00"
Since 2.0

tax

(Optional) Total tax-related charges in the
payment.

Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits
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Payment Request Properties

Property Description
Example: "tax" : "1.00"
Since 2.0

discount (Optional) Total of discounts related to the
payment. If provided, it is a positive value
representing the amount to be deducted from the
total.
Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits
Example: "discount" : "2.50"
Since 2.0

giftWrap (Optional) Total gift-wrapping charges in the
payment.
Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits
Example: "giftWrap" : "1.99"
Since 2.0

misc (Optional) Total uncategorized charges in the
payment.
Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits
Example: "misc" : "1.00"
Since 2.0

total (Optional) Total of the payment including all
amounts.
Format: Numeric; maximum 9 digits before an
optional decimal point and 4 decimal digits
Example: "total" : "9.00"
Since 2.0

orderId (Optional) Merchant's order ID associated with the
payment.
Format: Alphanumeric; maximum 100 characters
Since 2.0

description (Optional) Description associated with the

payment.

Format: Alphabetic characters, digits, spaces (),
periods ( . ), underscores (), and hyphens ( -);
maximum 100 characters
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Property

Description

Since 2.0

promoCode

(Optional) Promotion codes associated with the
payment.

Format: Alphabetic characters, digits, space (),
underscore (), hyphen ( - ), exclamation point ( !
), "at" sign ( @), pound sign or hash mark ( #),
dollar sign ($ ), percent sign ( % ), asterisk ( * ), left/
open parenthesis ( (), right/close parenthesis () ),
and plus sign ( + ). Multiple promotion codes are
separated by a period ( . ); maximum 100
characters for the entire string

Example: "promoCode™: "17.15"
Since 2.0

custombData

(Optional) Merchant-supplied data, as name-value
pairs.

Format: Alphanumeric; maximum 1024 characters

Example:

custombData: {

"nvPair": [

{ "name": "Namel", "value": "valuel" }
{ "name": "Name2", "value": "value2" }
]

Since 2.0

Related Content

Defining V.init Event Handler (Parent Topic)

Payment Request Configuration Example

Payment Request Configuration Example

You specify the payment request for which the consumer is being asked to agree:

V.init ({

paymentRequest: {
merchantRequestId:

subtotal: "10.00",

shippingHandling: "2.00",

tax: "2.00",
discount: "1.00",
giftWrap: "2.00",
misc: "1.00",
total: "1l6.00",

"Merchant defined request ID",
currencyCode: "USD",

description: "...corp Product",
orderId: "Merchant defined order ID",
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promoCode: "Merchant defined promo code",
customData: {

"nvPair": [
{ "name": "customNamel", "value": "customValuel" 1},
{ "name": "customName2", "value": "customValue2" }

]

R
Related Content

Payment Request Properties (Parent Topic)
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Settings Properties

Property Description
locale (Optional) Override value for the locale, which
controls how text displays in the Visa Checkout
checkout button and lightbox.
Format: It is one of the following values:
* es_ AR - Argentina, Spanish (Since 3.5; en AR
2.9-34)
e en AU - Australia, English
* pt_ BR - Brazil, Portuguese (Since 3.5; en BR
2.9-34)
* en CA - Canada, English
+ fr CA-Canada, French
e en_ CN - China, English (Since 2.9)
* zh CN - China, Simplified Chinese (Since 3.5)
Note
For display purposes only; input is in
English.
* es_ CL - Chile, Spanish (Since 3.5; en_CL 2.9-
3.4)
* es_CO - Colombia, Spanish (Since 3.5; en CO
2.9-34)
+ fr FR- France, French (Since 4.3)
* zh HK - Hong Kong, Chinese (Since 3.5)
Note
For display purposes only; input is in
English.
* en HK - Hong Kong, English (Since 2.9)
* en IN - lIndia, English (Since 4.6)
* en_ IE - lIreland, English (Since 4.3)
* en KW - Kuwait, English (Since 5.1)
* en MY - Malaysia, English (Since 2.9)
* es MX - Mexico, Spanish (Since 3.5; en MX 2.9-
3.4)
* es_ PE - Peru, Spanish (Since 3.5; en PE 2.9-
3.4)
* en NZ - New Zealand English (Since 2.9)
+ pl PL - Poland, Polish (Since 4.3)
* en QA - Qatar, English (Since 5.1)
* en_SA - Saudi Arabia, English (Since 5.1)
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Settings Properties

Property Description
* en SG - Singapore, English
« en_ ZA - South Africa, English (Since 2.9)
* es ES - Spain, Spanish (Since 4.3)
* en UA - Ukraine, English (Since 5.1)
* uk_UA - Ukraine, Ukranian (Since 5.1)
Note
For display purposes only; input is in
English.
* en_ AE - United Arab Emirates, English (Since
2.9)
* en_ GB - United Kingdom, English (Since 4.3)
* en_ US - United States, English
The value of the 1ocale attribute must be
compatible with the value of the country
attribute.
Since 2.0
countryCode (Optional) Override value for the country code,

which controls how text displays in the Visa
Checkout checkout button and lightbox. By default,
Visa Checkout determines the country from the
consumer's IP address. Do not use the
countryCode attribute unless explicit control over
the display is required.

Format: One of the following ISO-3166-1 alpha-2
standard codes:

¢ AR - Argentina (Since 2.7)

e AU - Australia

* BR - Brazil (Since 2.7)

e CA-Canada

e CL - Chile (Since 2.9)

e CN - China (Since 2.9)

e CO - Colombia (Since 2.9)

e FR - France (Since 4.3)

* HK - Hong Kong (Since 2.9)
e 1IN - India (Since 4.6)

e IE -Ireland (Since 4.3)

* KW - Kuwait (Since 5.1)

« MY - Malaysia (Since 2.9)

* MX - Mexico (Since 2.9)

* NZ - New Zealand (Since 2.9)
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Property Description
e PE - Peru (Since 2.9)
* PL - Poland (Since 4.3)
e OA - Qatar (Since 5.1)
* SA - Saudi Arabia (Since 5.1)
* SG - Singapore
» ZA - South Africa (Since 2.9)
* ES - Spain (Since 4.3)
e UA - Ukraine (Since 5.1)
* AE - United Arab Emirates (Since 2.9)
* GB - United Kingdom (Since 4.3)
e US - United States
The value of the country attribute must be
compatible with the value of the 1ocale attribute.
Since 2.0

displayName (Optional) The merchant's name as it appears on
the Review panel of the lightbox; typically, it is the
name of your company.
Format: Maximum 100 characters, either
alphabetic, numeric, spaces, or the following
characters: ! @ #$ %~ & * - "' ?and period (.)
Since 2.0

websiteUrl (Optional) Complete URL to your website.

Format: Valid URL, beginning with HTTP;
maximum 256 characters

Since 2.0

customerSupportUrl

(Optional) Your complete customer service or
support URL.

Format: Valid URL, beginning with HTTP;
maximum 256 characters

Since 2.0

shipping

(Optional) Shipping properties associated with the
lightbox

Format: shipping
Since 2.0

review

(Optional) Review properties associated with the
lightbox

Format: review

January 23, 2019




Visa Checkout

Settings Properties

Property

Description

Since 2.0

payment

(Optional) Payment method properties associated
with the lightbox

Format: payment

Since 2.0

threeDSSetup

(Optional) Verified by Visa setup properties
Format: threeDSSetup
Since 2.8

datalLevel

(Optional) The level of consumer and payment
information that the payment . success event
response should include. If you request
information, permission to receive full information
must be configured in Visa Checkout; otherwise,
you will always receive only summary information,
regardless of the data level you specify.

When onboarded by a partner, the
enablePANAccessfield of the onboarding API
determines the default value for dataLevel. If
enablePANAccessistruewhen the merchant is
onboarded, the default datalLevel isFULL ;
otherwise, the default datalLevelis SUMMARY. For
information about the enablePANAccessfield in
the onboarding API, see the Client API Reference,
Partner Edition.

Format: It is one of the following values:
¢ SUMMARY - Summary information

* FULL - Full information, which is only available
if you are configured to receive it

* NONE - Consumer and payment information is
not returned in the payment . success event
response, in which case the Get Payment Data
API must be used to obtain the information.
Since 2.5.

Since 2.0
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Property Description

currencyFormat (Optional) A string that specifies the display format
for a currency amount associated with the Pay
button in the lightbox. If not set here, the default
format displays the amount as xxx

999,999, 999.99, where xxx is the ISO 4217
standard alpha-3 currency code for the currency
being used, suppressing leading zeros ( 0 ) and
truncating additional precision in the display; for
example, USD 1, 000.00. The actual value being
displayed remains unchanged.

Note

Incorrectly formatted currencyFormat values
result in the amount being displayed in the
default format.

Format: String that contains the currency display
format.

Example: "currencyFormat" :
"currencyCodeSymbol ###, ###, ###.##"

Since 4.2

enableUserDataPrefill (Optional) Whether the user data prefill event
handler is active for this transaction.

You must be enabled by Visa Checkout to use the
prefill feature; contact Visa Checkout for more
information.

Format: It is one of the following Boolean values:

* true - Active; the consumer’s lightbox can be
prefilled

* false - Inactive; the consumer’s lightbox
cannot be prefilled (default)

Example: "enableUserDataPrefill":true

Since 5.5

Related Content
Defining V.init Event Handler (Parent Topic)

Lightbox Panel Configuration Example

Shipping Properties

Review Properties

Payment Properties

Verified by Visa Setup Properties

3-20 January 23, 2019



Visa Checkout Lightbox Panel Configuration Example

Lightbox Panel Configuration Example

You can customize the appearance of lightbox panels, including the language in which text
appears, whether the confirmation button is Continue or Pay, and various messages and
ornaments:

V.init ({
settings: {
locale: "en US",
countryCode: "US",

displayName: "...Corp",
websiteUrl: "www....Corp.com",
customerSupportUrl: "www....Corp.support.com",

dataLevel: "FULL"

)7

Related Content
Settings Properties (Parent Topic)
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Shipping Properties

Property Description

acceptedRegions (Optional) Override value for shipping region
country codes in the merchant's external default
profiles, which limits selection of eligible addresses
in the consumer's account. If not set in a profile or
overridden here, shipping addresses for all listed
countries are allowed.

Format: One of the following ISO-3166-1 alpha-2
standard codes:

* AR - Argentina (Since 2.7)

e AU - Australia

e BR - Brazil (Since 2.7)

e CA-Canada

e CL - Chile (Since 2.9)

e CN - China (Since 2.9)

* CO - Colombia (Since 2.9)

* FR - France (Since 4.3)

e HK - Hong Kong (Since 2.9)

* IN - India (Since 4.6)

e IE -Ireland (Since 4.3)

* KW - Kuwait (Since 5.1)

* MY - Malaysia (Since 2.9)

* MX - Mexico (Since 2.9)

e NZ - New Zealand (Since 2.9)
* PE - Peru (Since 2.9)

* PL - Poland (Since 4.3)

e QA - Qatar (Since 5.1)

* SA - Saudi Arabia (Since 5.1)
* SG-Singapore

« 7A - South Africa (Since 2.9)
* ES - Spain (Since 4.3)

e UA - Ukraine (Since 5.1)

* AFE - United Arab Emirates (Since 2.9)
* GB - United Kingdom (Since 4.3)
* US - United States

Since 2.0
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Property Description

collectShipping (Optional) Whether to obtain a shipping address
from the consumer.

Format: One of the following values:

» true - Obtain shipping address (default)
+ false - Shipping address is not required
Since 2.0

Related Content
Settings Properties (Parent Topic)

Shipping Options Configuration Example

Shipping Options Configuration Example

You can specify whether the consumer can set the shipping address (collectShipping) and
the regions to which you ship:

V.init ({
settings: {
shipping: {
acceptedRegions: ["US", "CA"],

collectShipping: "true"
by

)7

Related Content
Shipping Properties (Parent Topic)
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Review Properties

Property Description

message (Optional) Your message to display on the Review
page. You are responsible for translating the
message.

Format: Maximum 100 characters, either
alphabetic, numeric, spaces, or the following
characters: ! @ # $ %~ & * = ' 2 and period ( . ).

Note

If you exceed the maximum number of
characters, the default review message is
displayed.

Since 2.0

buttonAction (Optional) The button label in the Visa Checkout
lightbox.

Format: One of the following values:

e Continue - Display Continue on the lightbox
button (default)

« Pay - Display Pay on the lightbox button
Note

A valid value for total must be specified
when using Pay on the button; otherwise
Continue will be displayed.

Since 2.0

Related Content
Settings Properties (Parent Topic)

Review Options Configuration Example

Review Options Configuration Example
You can specify a message to display in the Visa Checkout lightbox and control the button text:
V.init ({
ééétings: {
‘Léview: {
message: "Review message to display in lightbox",

buttonAction: "Pay"
by

R
Related Content
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Review Properties (Parent Topic)
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Visa Checkout

Payment Properties

Property

Description

cardBrands

(Optional) Card brands that are accepted. The
VISA brand must be included if
acceptCanadianVisaDebit is true. If not set
in a profile or overridden here, all listed card
brands are accepted.

Format: Array containing one or more of the
following brands:

e VISA

¢ MASTERCARD

» AMEX

* DISCOVER

* ELECTRON (Brazil only; since 3.9)
* ELO (Brazil only; since 3.9)

Since 2.0

acceptCanadianVisaDebit

(Optional) Override of whether a Canadian
merchant accepts Visa Canada debit cards; ignored
for non-Canadian merchants. Visa must be
specified as an allowable card brand.

Format: One of the following values:
* true - Visa Canada debit cards accepted
+ false - Visa Canada debit cards not accepted

Example: acceptCanadianVisaDebit :
"true"

Since 2.0

billingCountries

(Optional) Override value for billing country codes
in the merchant's external or default profiles, which
limits selection of eligible cards in the consumer's
account. If not set in a profile or overridden here,
payments from all listed billing countries are
accepted.

Format: One of the following ISO-3166-1 alpha-2
standard codes:

¢ AR - Argentina (Since 2.7)
» AU - Australia

* BR - Brazil (Since 2.7)

+ CA-Canada

e CL - Chile (Since 2.9)

e CN - China (Since 2.9)
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Property Description

e CO - Colombia (Since 2.9)

* FR - France (Since 4.3)

* HK - Hong Kong (Since 2.9)

* 1IN - India (Since 4.6)

* IE -Ireland (Since 4.3)

e KW - Kuwait (Since 5.1)

¢ MY - Malaysia (Since 2.9)

* MX - Mexico (Since 2.9)

e NZ - New Zealand (Since 2.9)

* PE - Peru (Since 2.9)

* PL - Poland (Since 4.3)

* QA - Qatar (Since 5.1)

* SA - Saudi Arabia (Since 5.1)

* SG - Singapore

« ZA - South Africa (Since 2.9)

e ES - Spain (Since 4.3)

e UA - Ukraine (Since 5.1)

* AE - United Arab Emirates (Since 2.9)
* GB - United Kingdom (Since 4.3)
e US - United States

Example: billingCountries:
["US" , "CA" , "AU" ]

Since 2.0

Related Content
Settings Properties (Parent Topic)

Payment Options Configuration Example

Payment Options Configuration Example

You can limit the kind of cards you accept:

V.init ({
settings: {

payment: {
cardBrands: [
"VISA",
"MASTERCARD"],
acceptCanadianVisaDebit : "true",
billingCountries: ["US"™,"CA"™,"AU"]
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Related Content

Payment Properties (Parent Topic)

Verified by Visa Setup Properties

Property Description

threeDSActive (Optional) Whether Verified by Visa (VbV) is active
for this transaction. If Verified by Visa is configured,
you can use threeDSActive to deactivate it for
the transaction; otherwise, VbV will be active if it
has been configured.

Format:The following value:

+ false - Do not use Verified by Visa for this
transaction.

Since 2.7
threeDSSuppress (Optional) Whether a Verified by Visa (VbV)
Challenge consumer authentication prompt is suppressed for

this transaction. If t rue, VbV authentication is
performed only when it is possible to do so without
the consumer prompt.

Format:lt is one of the following values:

* true - Do not display a consumer prompt.
* false - Allow a consumer prompt.

Since 3.2

Related Content
Settings Properties (Parent Topic)

Deactivate Verified by Visa for a Transaction Example

Suppress Verified by Visa Consumer Prompt Example

Deactivate Verified by Visa for a Transaction Example
V.init ({
settings: {
éﬂéeeDSSetup: {

threeDSActive : "false"
b
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b
)7

Related Content
Verified by Visa Setup Properties (Parent Topic)

Suppress Verified by Visa Consumer Prompt Example
V.init ({
settings: {
threeDSSetup: {
threeDSSuppressChallenge : "true"
by
by

)7

Related Content
Verified by Visa Setup Properties (Parent Topic)

Response to Payment Success Events

The response associated with the payment . success event returns the following information:

Property Description

callid Visa Checkout transaction ID associated with a
payment request. By default, the cal1id does not
expire. You can request an expiration for a
specified period, in days; however, it should be
greater than merchant session timeout.

Format: Alphanumeric; maximum 48 characters
Example: "callid":"..."

Since 2.0

responseStatus Response status.
Format: Response status structure
Since 2.0

encKey Encrypted key to be used to decrypt
encPaymentData. You use your shar